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Reliability

Although the technological achievements of the last 50 years can hardly be disputed, there
isone weakness in al mankind's devices. That isthe possibility of failure. What person
has not experienced the frustration of an automobile that fails to start or amalfunction of a
household appliance. The introduction of every new device must be accompanied by
provision for maintenance, repair parts, and protection against failure. Thisis certainly
apparent to the military, where the life-cycle maintenance costs of systemsfar exceed the
original purchase costs. The problem pervades modern society, from the homeowner who
faces the annoyances of appliance failures, to electric utility companies faced with the
potentially disastrous consequences of nuclear reactor failures. The insurance industry
would not exist without the possibility of one type of failure or another.

A subject that is so important to many decisions in thisworld could hardly escape
guantitative analysis. The nameréiability isgiven to the field of study that attemptsto
assign numbers to the propensity of systemsto fail. In amore restrictive sense, the term
reliability is defined to be the probability that a system performs its mission successfully.
Because the mission is often specified in terms of time, reliability is often defined asthe
probability that a system will operate satisfactorily for agiven period of time. Thus
reliability may be afunction of time.

Estimating reliability is essentially a problem in probability modeling. A system
consists of anumber of components. In the simplest case, each component has two states,
operating or failed. When the set of operating components and the set of failed components
is specified, it is possible to discern the status of the system. The problem isto compute
the probability that the system is operating -- the reliability of the system.

We use the concepts and methods of probability theory to compute the reliability of
acomplex system. In addition, we provide bounds on the probability of successthat are
often much easier to compute than the exact reliability. Although the chapter particularly
relates to reliability, the methods described here are appropriate to a much larger class of
problems associated with computing the probability of occurrence of complex events.

26.1 Reliability Models

A device or system is described as a collection of parts or components. The system
operates successfully if all its components operate successfully (do not fail), but it may also
operate if asubset of components hasfailed. The structure functionisamodel that
determines the status of the system given the status of its components. We use the
structure function to compute the system reliability.

The Structure Function

The systemisacollection of n identifiable components performing some
function. We define two operating states that relate to the system's ability to
perform its function.

* Success: The system performsits function satisfactorily for agiven
period of time, where the criterion for successis clearly defined.

5/28/02



Rdliability

Reliability

* Failure The system failsto perform its function satisfactorily.
The system reliability is the probability that a system performsits function
satisfactorily (i.e., the probability of success).

To provide a mathematical model of system reliability, we first
consider the components. Like the system we aso allow two possible
states for each component. The success indicator for component i isthe
binary random variable X; that indicates the status of component i .

X; =1implies component i isworking
= 0impliescomponent i isfaled
The status vector isthe vector of component status indicators.

X = (Xq, Xy X))

There are 2" possible realizations of this vector.

The structure function is a binary function that indicates the status of
the system (success or failure) given the status of each component.

O(X 1, Xy, ..., X)) O 0(X)

is the structure function, which has avalue of 1 or O for each of the 2"
possible vectorsX . The structure function is a complete model of the
failure and success characteristics of the system.

Given the structure function of the system, one can compute its reliability.
The component reliability, pj, is the probability that component i is

operating correctly. The component failure probability, g;, is the probability
that a component hasfailed. Interms of the success indicators,

p = P{Xj=1} and g; = P{Xj =0} =1-p;.
When the probability of success or failure of a component does not depend
on the status of some other component, the components are said to be

independent. The assumption of this chapter isthat all components are
independent.

The probability that the system is operating correctly is the system
reliability, R. Itisthe probability that the structure function is 1.

R=P{o(X) =1} = E[¢o(X)] D)
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26.2 Simple Systems

Certain types of systems frequently arise in practice and serve to illustrate the idea of the
structure function. If it is not possible to solve a problem by using the ssimple structures of
this section, it may be possible to solve the problem by viewing it as a combination of
simple structures.

Series System

A system in which all components must be operating for the system to be
successful is called aseriessystem. Alternatively, the failure of any one
component will cause the system to fail. The word series does not imply
the physical arrangement of the components; rather it describes the response
of the system to the failure of one of its components. The general structure
function of a series system with n componentsis

O(X) =X1Xo- -+ Xj 2

All of the successindicators for the components must equal 1 for the
structure function to equal 1.

Thereliability of aseries system isthe probability that all the
components in the system are successful. For n independent components,
thisis

R=ppo- - P, (3)

For example, consider a stereo system with a compact disk (CD)
player, an amplifier, and two speakers (A and B). Successful operation
requires all four componentsto work. To construct the structure function of
the system we associate the indicator variables X1, X5, X3, and X4 with

the CD player, amplifier, speaker A, and speaker B, respectively. Thisisa
series system, so the structure function is as follows.
O(X) = XXX 3X 4
The reliabilities of the components are: CD player (p; = 0.97), amplifier (py
=0.99), and each speaker (p3 = p, = 0.98). Sincethisisaseries system,
the reliability isthe product of the component reliabilities:
R = p;p,p3p, = 0.9222.

Parallel System

A system for which the success of any one component is equivalent to the
success of the systemisaparalel system. Alternatively, al the components
must fail before the parallel system fails. The structure function must have
the vaue 1 when the indicator variable of any one component is 1 and have
the value 0 only will all theindicator variablesareal 0. The function that
satisfies these conditionsis

0(X)=1-(1-X9) (1-Xg) - (I-—=Xy). (4)

Thereliability of aparallel system isthe probability that all of the
components do not fail. Assuming independence, we have
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R=1-(1-p)(@Q-p2)---(1-py)=1-0i% - Qp (5)

Consider again the stereo system with arevised criterion for
success. For successful operation the CD player, amplifier and at least one
of the speakers must work. To construct the function first note that the two
speakers comprise aparallel system. Then the structure function for the

speaker combination is
0s=1—(1-X3)(1—Xy).

The speaker combination forms a series system with the CD player and
amplifier, so the complete structure function is

O(X) = X1 X205 = X1 Xo[1-(1—-X3) (1 -Xy)].
To compute the reliability of the system, first compute the reliability
of the parallel system of speakers.
Rs=1-(1-py)(1-p, =1-(0.02)(0.02) = 0.9996.

The speaker combination forms a series system with the CD player and
amplifier, so the total reliability is

R = pyp,R; = (0.97)(0.99)(0.9996) = 0.9599.

With the more liberal definition of success, the reliability has increased over
the series system.

k-out-of-n System
This system is successful if any k out of then components are successful.

X:® k

Qo5

I 1. if
| =1

o000=1 ©)

To,ifé X, < k
i=1

Thisillustrates a structure function that is not a simple polynomia
expression but involvesalogical condition.

To compute the reliability, assume that all components have the
same reliability, p; = p for ali. Then the reliability of the systemisthe

probability that k or more components are successful. Because of the
independence assumption, we can the binomial distribution to compute the

reliability.

R_On%léil n-i 7
=ag:pp ™)
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For example, a space vehicle has three identical computers operating
simultaneously and solving the same problems. The outputs of the three
computers are compared, and if two or three of them are identical, that result
isused. Thisiscaled amajority vote system, and in this mode one of the
three computers can fail without causing the system to fail. Thisisatwo
out of three system. Identifying the success or failure of each of the
computers with the variables X1, X5, and X3, thefunction iswritten:

‘11, if Xl +X2 +X33 2
0X) =10, if X; +X5 +X5 < 2

Alternatively, the structure function written in polynomial formis
0(X) =1—-(1-XXp) (1-X1X3) (1-XX3)

Any combination of two or more X; set equal to 1 will cause this function
to assume the value 1, while fewer than two will result in a0 value.

With the reliability of each computer equal to 0.9, we use the
binomial distribution to compute the system reliability.

3 &0 . _
a ¢.=(0.9)'(0.0)*'
|=Ze|g

3(0.9)4(0.1) + (0.9)3 = 0.972.

The reliability of the combination of three computersis much greater
than that of an individual. Thisisan example of the use of redundancy to
increase reliability. Since only one computer is required to perform the
function, the other two are redundant from afunctional point of view. They
do play an important role, however, in increasing the reliability of the
system.

The independence of failuresisimportant here. If somefailure
mechanism causes al three computers to fail smultaneoudy, the reliability
improvement will not be realized. For example, if al three computers used
the same program and the program had an error, the combination of results
will certainly be no better than any one of the individual results. The use of
redundancy is common in systems for which failure has particularly severe
consequences, such asin the space program or for very complex systems
with many components.

Reliability as a Function of Time

Often the reliability of a component is given as functions of time. For
example, acommon assumption is that components have an exponential
distribution for timeto failure. In this case the component reliability is

p(t) = 1 — P{failuretime £ t) = e M,
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The parameter A is called the failure rate of the component and isgivenin
units of failures per unit time. Thisdistribution for failure time implies that
the probability that the component fails in the next small interval of timeis
independent of how long the component has been working. For this
distribution, age is not the determinant of failure. It is often adopted for
electronic components, and is aso appropriate when the component itself a
isacomplex system of many parts. After the system has been in operation
for some time many of the partswill have failed and been replaced. The
system becomes a mixture of old and new parts, and the failure rate
approaches a constant.

One of the advantages of the constant failure rate assumption is
obtained with a series system. In this case, the system reliability is

R(t) =pp, -« Py = (e~Mb)(er2t) - - - (e~ nb)
= expg-a xitg (8

The system failure rate is the sum of the component failure rates.

Other failure probability distributions are appropriate for other
classes of components. In common use isthe Weibull distribution that
models increasing failure rates with age. When component reliabilities vary
with time, so must the system reliability. 1n such cases, we use the time
varying component reliabilities, p(t) in the system reliability function.
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26.3 Complex Systems

If the system structure is not one of the ssimple forms, it becomes difficult to compute the
exact reliability. To deal with the more general situation, we introduce a graphical network
model in which it is possible to determine whether a system iswaorking correctly by
determining whether a successful path exists through the system. The system failswhen
no such path exists. We present both exact and approximate methods for computing the
reliability. The methods are based on the dual concepts of minimal cuts or minimal paths of

the network.

Coherent System

The Networ

A system characteristic that plays an important role in the subsequent
analysisiscoherency. A coherent system has the property that when the
system is successful for some status vector X, it remains successful if some
components of X changefromQto 1. Alternatively, if the system isfailed
for some status vector X, it remains failed if some componentsof X are
changed from 1 to 0. Moreformally, a coherent system has the property
that when X and Y aretwo status vectorssuchthat Y 3 X,

o(Y)® o(X).

For a coherent system, repairing afailed component cannot cause a
working system to fail. Most real systems have this characteristic including
the simple systems given in the previous section.

k Model

We describe the system as a directed network consisting of nodes and arcs,
asillustrated in Fig. 1. One nodeis defined as the source (node A in the
figure), and a second node is defined as asink (node D). Each component
of the network isidentified as an arc passing from one node to another. The
arcs are numbered for identification. A failure of a component is equivalent
to an arc being removed or cut from the network. The system is successful
if there exists a successful path from the source to the sink. The systemis
failed if no such path exists. Thereliability of the system isthe probability

that there exist one or more successful paths from the source to the sink.

Figure 1. Network describing a system of five components
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To describe the reliability of this system, we define the concepts of
path, minimal path, cut, and minimal cut for the network. A path for the
network is a set of components, such that if all the componentsin the set are
successful, the system will be successful. For example, the set of all
componentsis a path.

A minimal path is aset of components that comprise a path, but the
removal of any one component will cause the resulting set to not be a path.
In other words, if al the componentsin aminimal path are successful while
all other components have failed, the system will be successful. If any one
of the componentsin the minimal path subsequently fails, the system will
fail. Interms of the network model, the minimal path correspondsto a
simple path from the source to the sink in the network. 1n the example the
sets{1, 4}, {1, 3, 5}, {2, 5} areminimal paths. Theset{1, 3,4} isa
path, but not aminimal path. Arc 3 can be removed from the set and the set
will still be a path.

A cut isaset of components such that if all the componentsin the
cut fail, while all other components are successful, the system will fail.
Again, the set of all componentsisacut.

Theminimal cut isa set of components that comprise a cut, but the
removal of any one component from the set causes the resulting set to not be
acut. Inthe network aminimal cut breaks all ssimple paths from the source
to thesink. From Fig. 1 we observe that the minimal cutsare: {1, 2}, {1,
5},{2, 3,4}, and {4, 5}.

Structure Function in Terms of Minimal Paths

Knowledge of the complete set of minimal cuts or minimal paths makes it
possible to derive the structure function of acomplex system represented by
the network model. Once we have the structure function we show how to
obtain exact and approximate estimates of system reliability.

Wefirst determine the structure function in terms of the set of
minimal paths. Let P be a set of components comprising aminimal path.
Using X; asan indicator of the success of component i , the event of a

successful path is the binary function
OX
ilP
where O means product over the set P. The event of afailed pathis
i P

i 0%
ip 0

LetPq, Py, ... , Py bethecollection of al minimal paths of the

network. The system is successful if al the minimal paths do not fail.
Then the structure function is

~ ~

wo-1-§OxZEOxg F0xE o
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Toillustrate, the network of Fig. 1 hasthe minimal paths
P,={14}, P,={1,3, 5}, P;={2 5}.
The structure function for this system from Eq. (9) is

Op(X) =1—(1—X1X4) (1 -X1X3X5) (1 =X2X5). (10)

Setting the indicators of aminimal path to 1 causes the structure function to
be 1. For example, setting X1 and X 4 both to 1 makes the term on the right
of EQ. (10) equal to 0. The value for the structure function, regardless of
the other indicators, isthen 1.

Structure Function in Terms of Minimal Cuts

The structure function can be a so constructed with knowledge of the set of
minimal cuts. Let C be aset of components comprising aminimal cut. The
event that all componentsin the cut fail is

O(1- x)
il C
The event that al the cut components do not fail is
1- O(l' xi)
iTc
Let the collection of minimal cutsfor thesystembe C4, C», ..., Cy. The
system is successful if none of the minimal cutsfail:
0

& o0& C) & .
0c(X) = él- O@- x)z §1' O@- X)) - él- Onp (- X)g (11)

ihc, 4] ilc, (4] ifc,

Illustrating again with the example of Fig. 1, the minimal cuts of the
network are

C]_:{l, 2},C2:{1, 5},C3:{2, 3, 4},andC4:{4, 5}

Using Eq. (11) we determine the structure function
0c(X) =[1-(1-X9) (1-X] [1-(1-X1) (1-Xg)]

[1-(1-X2) (1-X3) (1-Xg] [1-(1-X4) (1 -X5)]

The structure function obtained with the minimal cuts does not look very
much like that obtained with the minimal paths. They do however provide
the same information. It can be shown that

dp(X) = 0(X) for al X.
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Computing the Exact Reliability

Examples

Starting from either of the structure functions defined above, one can
multiply through the factors to obtain a sum of terms such that each termisa
product of factors having the form X; or (1 —X;). The manipulation of the

formulas uses binary arithmetic which recognizes that
XiXi=Xj, Xi+Xj =Xj, Xj(1-Xj)=0, Xj+(1-Xj) =1

Manipulating Eq. (10) obtained using the minimal paths for the example, we
have the following result.

Op(X) =1—(1—X1Xy) (1 =X1X3X5) (1= XoX5)
= X1X4 + X1X3X5 + X2X5—X1X3X4X5—X1X2X4X5
—X1X2X3X5 + X1X2X3X4X5

Once in the expanded format, we substitute p; for X; and g; for (1 -
X;) to obtain an exact expression for the system reliability. Substituting p;
for Xj in the preceding expression, the reliability equation for the systemiis

R =p1p4 + P1P3P5 + PoPs — P1P3P4P5 — P1PoP4Ps — P1PoP3Ps + P1PoP3P4Ps.

The problem of finding the exact reliability is made difficult by the large
number of minimal cuts and paths for most networks.

We illustrate the minimal cut and path approach for determining the system
reliability with the simple systems of Section 26.2. More complex cases are
in the exercises at the end of the chapter.

Example 1. Series System

A system has four componentsin series with reliabilities
p; =0.97, p,=0.99, p3=p,=0.98.
We will find the system reliability with both the cut and path approaches.

The network for the series system is shown in the figure. The
sourceis A and thesink isE. The component reliabilities are shown in the
Fig. 2.

(0.97) (0.99) (0.98) (0.98)
OO

Figure 2. Network for a series system
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By observation we note that the system has asingle minimal path.
P1={12 3,4}
Using this path, the structure function can be written according to Eq. (9).

Op(X) =1 — (1 - XXX 3Xy) = XXX 33Xy .

The reliability of the system is obtained by substituting p; for X; in this
expression.
R = p,p,p3p, = 0.9222

Alternatively, we can derive the reliability from the cuts of the
system. Again by observation we note that there are four minimal cuts.

C1={1},Cy={2},C3={3},Cy={4}
Using Eqg. (11), the system structure function is given below.
Oc(X) = [1-(1-XPI[1- (1 -X)] [1- (1 -X3)] [1 - (1 -Xy)]

= X1X2X3X4

As expected, the same structure function is obtained.

Example 2: Series- Parallel System

Now we only require that components 1, 2, and either component 3 or 4
must work for system success. The network for this case is shown in the
Fig. 3. The network graphically illustrates that components 3 and 4 are
now in paralel and the pair isin series with components 1 and 2. Node A
isthe source and node D isthe sink.

(0.98)

.

(0.97) (0.99)
D=
2

(0.98)
4

Figure 3. Network for a series-parallel system

To derive the structure function we note that the minimal paths are
P1={1,2,3},and P, ={1, 2, 4}.
Using Eq. (9), the structure function is
Op(X) =[1— (1 - X1 X2X3)] [1—(1—X1X2X4)].
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After the arithmetic is performed, we get
Op(X) = XXX 3+ X1 XX 4 = XXX 3X 4.

Because the structure function is now in the form of asum of terms,
the reliability is easily determined by substituting p; for X; .

R = p1poP3 +P1PoP4 — P1P2P3P,
= (0.97)(0.99)(0.98) + (0.97)(0.99)(0.98) — (0.97)(0.99)(0.98)(0.98)
=0.9599

which is the same as the answer obtained previously.
The results can a so be found using the minimal cuts. The cuts are

C1={1}, C2={2}, C3={3,4}.
Using Eq. (11),

Oc(X) =[1-(1-X] [1-(1-X] [1-(1-X3)(1-X4)].
Performing the arithmetic, we obtain
0c(X) =1-(1-Xp) —(1-X2) —(1-X3) (1-Xg) + (1-Xp)(1-Xp)
+(1-X1) (1-X3) (1-Xg) + (1-Xp) (1-X3) (1-Xy)
—(1-X7) (1-X2) (1-X3) (1 -Xy).
The reliability function is obtained by replacing (1—X; ) with; ,
Oc(X) = 1—01 — 02— 0304 *+ 10 * 019304 * 020304 — 01920304

=1-0.03-0.01 — (0.02)(0.02) + (0.03)(0.01)
+(0.03)(0.02)(0.02) + (0.01)(0.02)(0.02)
— (0.03)(0.01)(0.02)(0.02)

= 1-0.0401 = 0.9599.

Example 3: 2-out-of-3 System

A system has three computers of which at least two must work for
successful operation. The reliability of each computer is0.9. Find the
reliability of the system.

We identify the components of the system with theindices 1, 2, and
3. Thisisatwo out of three system. Thereisno way to draw a network
for this system in which each component appears only once. It ispossible
to enumerate the minimal cuts and paths using simplelogic. The minimal
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requirement for system operation is that two of three computers must work,
so the minimal paths are

P1={12},P,={1,3},and P3={2, 3}.

The minimum requirement for system failure is that two componentsfail, so
theminimal cutsare

C,={1,2},Cp={1,3}, and C3={2, 3}.

In thisinteresting case, the sets defining the minimal cuts and the minimal
paths are the same.

Using Eq. (9) we derive the structure function
Op(X) =1-(1-X1Xp) (1-X1X3) (1-X2X3).
From this expression, we obtain the structure function and the reliability.

Op(X) = X1 X5 +X X3 +XoX3-2X1X X3

R = p1p2 + p1P3 + P2P3 — 2P1P2P3

When all three components have the same reliability, p,
R=3p2-2p3.

This expression is equivalent to the one obtained earlier for the two out of
three system. A different but equivalent expression can be derived using the
minimal cut approach.

Computational Considerations

This procedure can be used to derive the structure function and associated
reliability function for any system for which the set of minimal paths or
minimal cuts can be identified. There are two difficulties with this
approach. Thefirst is determining the set of minimal paths or cuts. In
general, the system with many components will have many cuts, and itisa
difficult computational problem to determine the complete set. 1n our
examples, we have simply used observation; however, that procedure will
hardly be satisfactory for a network of reasonable size. The second
problem isto construct and evaluate the structure and reliability functions.
In generdl, if thereare k cuts or paths, the corresponding reliability

equation will have 2k — 1 terms. Because of these difficulties it is common
to approximate the reliability function of complicated systems. Thisisthe
subject of the next section.

For acomplicated network it is often beneficia to look for
subsystems of components that form simple structures such as the series,
parallel, or k of n structures. The reliabilities of these subsystems can be
determined first and the subsystem replaced with a single equivalent
component. Even subsystems not having a simple structure can be analyzed
with the methods of this section with the subsystem replaced by asingle
equivalent component whose reliability isthe reliability of the subsystem.
When as many subsystems as possible have been reduced in this fashion,




14

Rdliability

the resultant network will be much smaller and will perhaps have asimple
structure or be amenable to further reduction. This decomposition approach
is often effective in significantly reducing computational effort.

Complex structures will have different numbers of minimal cuts and
paths. Because an exact analysis can be done using either, it is best to use
the method with the smallest number. For instance, a series system with n
components hasn cuts but only one path. A paralée system with n
components hasn paths but only one cut.
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26.4 Bounds on Reliability

One of the reasons why it is difficult to compute the exact reliability of acomplex system
concerns the difficulty in manipulating the structure function to obtain the proper form.
The minimal paths and cuts defined in the previous section can be used to obtain upper and
lower bounds on the exact reliability in afashion that makes it unnecessary to do these
manipulations.

Upper Bound on Reliability

This bound is obtained by computing the probability that at |east one
minimal path is successful with the added assumption that paths fail
independently. The upper bound is

RU=1—§ Op. él Op. él Op. (13)

iTp, il P, iR

where P4, Py, ... , Py arethe minimal paths of the network. The

inaccuracy in Eq. (13) arises from the fact that, in general, paths are not
independent since some components are common to more than one path.

L ower Bound on Reliability

This bound is obtained by computing the probability that every minimal cut
is successful, with the added assumption that cuts fail independently. Thus
the lower bound is

ngl Oa- q.)— gl O- q.)— gl Onp (- q.)— (14)

it itc, iTcy

whereC4, C,,..., C, arethe minimal cuts of the network. Similarly, the

inaccuracy in Eq. (14) arises from the fact that, in general, cuts are not
independent since some components are common to more than one cut.

Example 4

Consider the 2-out-of-3 problem with components 1, 2, and 3. The
minimal paths of the system are

P,={1,2}, P,={1,3} andP3={2, 3}.
The minimal cuts of the system are

C,;={1,2}, C,={1,3} and C5={2, 3}.
Using the paths with Eqg. (13), we obtain

Ry=1-(1-p1p,) (1 —p;p3) (1 —p,P3).

Using the cuts with Eq. (14), we obtain
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Modeling

R = (1-0,0)) (1-0;03) (1 —0y03)-

Assuming all components have equal reliabilitiesof 0.9 (p = 0.9, g = 0.1),
the bounds become

R,=1-(1-p2°=1-(0.19)*=0.9931

R, =(1-q2)%=(0.99)3 = 0.9703.
This comparesto the exact reliability calculated earlier, R = 0.972.

In the preceding example, the lower bound appears to be closer to the exact
reliability than the upper bound. The lower bound will usually be a better
approximation when component reliabilities are high (> 0.9). With high
component reliabilitiesit ismore likely that a single cut will cause failure
rather than a collection of two or more. The assumption of independence of
cutswill cause lessinaccuracy in thiscase. The cut approximation
convergesto the true reliability as the component reliability approaches 1.
The upper bound approximation will usually be a better approximation
when the component reliability isvery low. In most studies, component
reliabilities are high implying that alower bound is a conservative measure
of reliability. Therefore, from apractical point of view, the minimal cut
approximation is the more important of the two.
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26.5 Exercises

1.

A missile complex has four subsystems: the radars, the missile, the computer control
devices, and the human operators. Four radars are provided, of which three are
required for successful operation. The complex hasonly asingle missile. There are
three computers operating in amajority vote arrangement. There are two human
operators, one of whom must be capable of firing the missile. Write the structure
function for this system consisting of 10 components.

A student drivesto school each day over the same route. She prides herself on her
ability to control the speed of her car so she never hasto stop at atraffic signal. She
calls her trip successful if she can accomplish that feat. If there are six traffic signals
on hisroute, show the structure function for the system of traffic signalsfor this
particular driver. How would the structure function change if the student were willing
to change her criterion of successto alow apause at no more than one signa?

Toincrease the likelihood that avaccine for a disease will be discovered, the
government awards independent study contracts to four drug firms. Surely, they say,
one of the companies will make the discovery. If successis defined as the discovery
of the vaccine, what is the structure function for this system?

Compute the reliability of the system described in Exercise 1 when the reliabilities of
the various components are given in the following table.

Component Radar Missle Computer Human
Reliability 0.9 0.96 0.98 0.95

The Defense Department would like to increase the reliability of the missile system
described in Exercise 4. Evaluate the system reliabilities for the changes proposed
below. The changes are not cumulative.

a. Add another radar with the samereliability. Threeradars are required for
successful operation.

b. Add athird human operator. Only oneisrequired.

c. Add an entire duplicate missile system at a nearby location. Only one of the two
systems must work for mission success.

Three computers are operated in parallel with a mgjority vote taken of their outputsto
determine the proper action. Find the reliability of the system as afunction of time.
Assume the time for failure of each of the computers has an exponential distribution

with amean time between failures of 50 hours. The failurerate (A ) isthe reciproca
of the mean time between failures. Plot a curve of the reliability asafunction of time
over the range 0 to 100 hours. Plot the curvesfor the system and for asingle
computer. Comment on the effects of this arrangement of redundancy over time.

Assume that all three computersin Exercise 6 must be in working order for system
success. With the failure rates used in Exercise 6, plot system reliability over the
rangein time of 0 to 100 hours. What isthe failure rate of the system?



18

Rdliability

10.

11.

12.

Assume that the three computers in Exercise 6 are arranged in parallel and that only
one must be working for system success. With the failure rates used in Exercise 6,
plot system reliability over the rangein time of 0 to 100 hours.

The figure below represents a series-parallel system. The componentsin each parallel
set al have the same reliability as shown on the figure.

p=09 p=0.8 p=0.95
4
1 5 8
()2 c)
| |
3 6 9
7

Find the system reliability asinstructed.
a. Construct the reliability function by enumerating the minimal paths.
b. Construct the reliability function by enumerating the minimal cuts.

c. First evaluatethe parald structures and then combine the results to form a series
system.

Find the system reliability for the flow network with both the cut and path methods.

Compute the upper and lower bound approximations for the network in Exercise 9 and
compare them with the exact reliability.

Compute the upper and lower bound approximations for the network in Exercise 10
and compare them with the exact reliability.
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13.

14.
15.
16.

17.

For the 2-out-of-3 system considered in Example 3, compute the upper and lower
bound approximations as a function of time. Assume each component has an
exponentia distribution for time to failure with afailure rate of 0.02/hour. Plot a
curve showing the upper and lower bound approximations together with the exact
reliability curve over the time range from 0O to 100 hours.

Repeat Exercise 13 if the system is a 1-out-of-3 system.

Repeat Exercise 12 if the system is a 3-out-of-3 system.

The figure shows a system with nine components and corresponding reliabilities.
Components 3, 4, and 5 form a 2-out-of -3 system. Write the structure function for

this system. Compute the exact probability that a successful path will exist from A to
B. Compute the minimal cut and minimal path approximations.

(0.90)
7

0.95

( 8) ,‘
©8) o|(0.92)

0.96 0.98 (0.8) 0.96
A.(l) (2),. 4'*(6)"'3

(0.8)
5

A fuseisused to protect an electrical circuit from overload. The fuse can fail intwo
modes, short and open. If it failsin the short mode, the fuse will not interrupt the
circuit when it isactivated. If it failsin the open mode, the circuit will be interrupted
by the fuse itself. Assume asingle fuse has probabilities of open and short of g, and
Qs, respectively. The events of open and short are mutually exclusive. Define success
in two ways:. the system does not fail because of shorts, and the system does not fail
because of opens.

For the given arrangements shown in the figure, write structure functions for both
definitions. Let the reliability be the probability that the system does not fail in either
mode. Compute accurate reliabilities for each definition for success using g, = 0.05

andqgg=0.1.
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18.

19.

fuse @ fuse

fuse @ fuse

fuse fuse

fuse fuse

The figure shows roads between two towns, A and B, in amountainous area. During
the winter, travel is difficult because of the threat of snow. The probability that any
given road will beimpassableis 0.6. The conditions on the roads are independent.
Find the probability that there will be a passable route from A to B. Roads can be
traveled in either direction. Find the accurate probability and also the minimal cut and
minimal path approximations.

The figure shows the pipe layout in alawn sprinkler system. Sprayers are located at
every intersection of the pipe and also at the corners of the system. Thusthere are 16
sprayers. Two things can happen to a sprayer -- it can break off or it can get clogged.
If any one of the sprayers breaks off, agreat stream of water will pour forth and the
system will have failed. If one of the sprayers clogs, it will fail to water the lawnin
the immediate vicinity; however, adjacent sprayers can reach the affected areas. The
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systemisjudged to be failed if any two adjacent sprayers are both failed. For one
sprayer, let the probability of breakage be 0.01 and the probability of clogging be
0.05. Find therdiability of the system (the probability that it does not fail in either
mode) using the minimal cut approximation.
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